MODEL MUNICIPALITY GUARANTEE LETTER IN THE EVENT
OF A NEW PASSPORT OR ID CARD WITH FINGERPRINTS
REGISTER LETTER
Municipality [name of your municipality]
Attn [name of the mayor or the name of the authorised representative of the municipality]
[Address town hall]
[Postal code] [City]
[Your place of residency], [Date]
Dear Sir/Madam [name of the mayor],
You, or one of your officials has stated that on account of the new Dutch Passport Act it is
not possible for me to apply for a passport and/or ID card without me providing fingerprints.
These fingerprints will be stored in an RFID-chip in my passport or ID card that can be read
from a distance.
I hereby protest against the taking of my fingerprints on the following grounds:
1) Having my fingerprints taken constitutes a violation of my human dignity.
Fingerprints are to be taken of criminal suspects. Not of innocent citizens.
2) My fingerprints are, and remain, my property. The government has no say over this.
3) Current fingerprint technology (biometrics) does not work in 21-25% of cases. Going
ahead with it is a waste of funds at the expense of citizens.
4) By having my fingerprints taken I risk becoming a victim of (biometric) identity fraud,
for example after (the RFID-chip in) my passport or ID card has been stolen, lost or
hacked into.
This situation constitutes an illicit restriction of my right to the protection of my private life
as laid down in Article 8 of the European Convention on Human Rights. Therefore I only
provide my fingerprints under protest of having to do so.
Moreover, I would like to point out to you that all actions carried out by the municipality
with regard to my fingerprints have to comply with the rules of the Dutch Data Protection
Act (Wet bescherming persoonsgegevens, Wbp).
I hereby request you to declare, by signing this letter, that the municipality has taken note of
my objections and will only process my fingerprints in compliance with the Wbp. This
implies, among other things, that the municipality:
1) will process my fingerprints in a fair and accurate way;
2) will not proceed to further process my fingerprints in ways incompatible with the
purposes for which the fingerprints have been obtained (viz., the issuance of a
passport and/or ID card);
3) will not provide my fingerprints to any third parties without my explicit prior
approval;
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4) will not store my fingerprints any longer than is necessary for the realization of the
purposes for which the fingerprints have been collected or processed (viz., the
issuance of a passport and/or ID card); and
5) will protect my fingerprints against any loss or any form of unlawful processing by
means of suitable technical and organizational measures.
I would like to receive this signed letter five days from now at the latest at the address
indicated below.
Nothing in this letter may be assumed to be a recognition of the right of the municipality to
carry out the above-described actions with my fingerprints. The content of this letter does
not restrict any of my rights, all of which are reserved. Furthermore, I would like to point out
to you that in case the municipality will process my fingerprints without taking the Wbp into
account, or in any other illicit way, the municipality is bound to reimburse any possible
damage suffered by me as a consequence.
Yours sincerely,
Name:

Signed for agreement on behalf of the
municipality,
Name:

Address:

Function:

Date:
Signature:

Date:
Signature:
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